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Configuring Identity and Access Solutions with Windows Server
2008 Active Directory

Course Code: M6426AL

Length: 6, 2-hr sessions (Tuesday, Thursday)

Course Description: This Microsoft Official Distance Learning (MODL) version of this course will not be onsite at ADNET,
instead students will be connecting from their office or home PC. Additional self-paced e-learning content, scenario-based
labs, and assessments accompany these sessions.

This course provides the knowledge and skills that IT Professionals need to configure identity and access solutions with
Windows Server 2008 Active Directory.

After completing this course, students will be able to:

Describe identity and access solutions .
Configure Active Directory Certificate Services .
Deploy and manage certificates

Configure Active Directory Lightweight Directory
Services .

Before attending this course, students must have:

Configure Active Directory Federation Services
Configure Active Directory Rights Management
Services

Maintain access management solutions
Troubleshoot identity and access solutions

Technical background knowledge and hands-on experience of Active Directory Domain Services (AD DS from the AD TS
foundation exam). This includes technical knowledge equivalent to MS-6425: Configuring Windows Server 2008 Active Directory

Domain Services.

Technical knowledge equivalent to MS-6424: Fundamentals of Microsoft Server 2008 Active Directory

Module 1: Exploring Identity and Access Solutions

= Qverview of Identity and Access Management .
= Active Directory Server Roles in Identity and Access
Management .
= |dentity Lifecycle Manager Services
= Lab 1: Exploring Identity and Access Solutions "
=  Exploring how Active Directory server roles will "
provide identity and access management solutions .
After completing this module, students will be able .

to:

Describe identity and access management

Identify Active Directory server roles in identity and
access management

Understand Identity Lifecycle Manager

Module 2: Configuring Active Directory Certificate

Overview of Public Key Infrastructure
Deploying a Certification Authority Hierarchy
Installing Active Directory Certificate Services
Managing a Certification Authority

Lab 2: Configuring Active Directory Certificate
Services
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Installing AD CS as an Enterprise Root CA
Installing Enterprise Subordinate CA
Configuring CA

Configuring AD CS

After completing this module, students will be able

to:

Describe Public Key Infrastructure

Deploy a Certification Authority hierarchy
Install Active Directory Certificate Services
Manage a Certification Authority

Module 3: Deploying and Managing Certificates

Deploying Certificates by Using AD CS
Deploying Certificates by using Autoenroliment
Revoking Certificates

Configuring Certificate Templates

Configuring Certificate Recovery

Lab 3: Deploying and Managing Certificates

Issuing and Automating the Issuing of Certificates by
Using AD CS

Managing Enrollment

Revoking Certificates

Configuring and Issuing Certificate Templates
Configuring Certificate Recovery

After completing this module, students will be able

to:

Deploy certificates by using AD CS

Use autoenrollment to deploy certificates
Revoke certificates

Configure certificate templates
Configure certificate recovery

Module 4: Configuring Active Directory Lightweight
Directory Services

Installing and Configuring AD LDS
Configuring AD LDS Instances

Configuring AD LDS Replication
Configuring AD LDS Integration with AD DS

Lab 4: Configuring Active Directory Lightweight
Directory Services

Installing and Configuring AD LDS
Creating AD LDS Partitions and Instances
Configuring AD LDS Replication
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After completing this module, students will be able

to:

Install and configure AD LDS
Configure AD LDS instances
Configure AD LDS replication
Configure AD LDS integration with AD DS

Module 5: Configuring Active Directory Federation

Services

Overview of AD FS

AD FS Deployment Scenarios
Deploying AD FS
Implementing AD FS Claims
Lab 5: Configuring AD FS

Installing AD FS in the Partner and Account
Organization

Configuring AD FS Proxy Servers
Configuring Web Application Server
Configuring Claims Aware Application
Testing the Functionality of AD FS

Installing Identity Management for UNIX (Server-
only)

After completing this module, students will be able

to:

Describe AD FS

Understand AD FS deployment scenarios
Deploy AD FS

Implement AD FS claims

Module 6: Configuring Active Directory Rights
Management Services

Overview of AD RMS

Installing and Configuring AD RMS
Server Components

Administering AD RMS

Implementing AD RMS Trust Policies

Lab 6: Configuring Active Directory Rights
Management Services

Installing and Configuring AD RMS
Configuring ADRMS Client Settings and AD RMS
Templates

Testing AD RMS Functionality
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After completing this module, students will be able
to:
= Describe AD RMS
= Install and configure AD RMS server components
= Administer AD RMS
= Implement AD RMS trust policies

Module 7: Maintenance of Access Management
Solutions

=  Support for AD CS

= Maintenance of AD LDS

=  Long-term support for AD FS

=  Preservation of AD RMS

= Lab 7: Maintaining Access Management Solutions

=  Maintaining AD CS

=  Maintaining AD LDS

=  Maintaining AD FS

= Maintaining AD RMS
After completing this module, students will be able
to:

= Support AD CS

=  Maintain AD LDS

= Provide long-term support for AD FS

= Preserve AD RMS

Module 8: Troubleshooting Identity and Access
Solutions

=  Troubleshooting AD CS

= Troubleshooting AD LDS

= Resolution of AD FS Issues

=  Solving AD RMS Problems

= Lab 8: Troubleshooting Active Directory Server Roles

= Troubleshooting ADCS

=  Troubleshooting ADLDS

= Troubleshooting ADFS

= Troubleshooting ADRMS
After completing this module, students will be able
to:

=  Troubleshoot AD CS

= Troubleshoot AD LDS

= Resolve AD FSissues

=  Solve AD RMS problems
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